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T
he days when an enterprising bank robber could make 
a living with a ski mask and pistol are over. Thanks to 
security protocols implemented by banks, the typical 
bank hold-up nets only about $6,500 dollars.1 More-
over, the FBI is incredibly good at tracking down 
these criminals. About half of these bank robbers are 

eventually identified by the FBI.2 
But a new breed of bank robber has emerged. Computer 

hackers are capable of anonymously stealing billions of dollars 
through fraudulent wire transfers. Banks in Ecuador, Bangladesh, 
Vietnam, Nepal, India, Russia, and elsewhere have been attacked.3

	 When law enforcement is unsuccessful in tracking down 
the hackers, parties to the fraudulent transactions turn to the law 
to determine who must bear the loss.  In the United States, re-
sponsibility for fraudulent wire transfers is governed by Article 
4A of the Uniform Commercial Code.  Because wire transfers are 
often routed through the United States or transferred pursuant to 
contracts with U.S. choice of law provisions, Article 4A will ulti-
mately apportion the loss of at least some international cyber bank 
heists. This article explains how Article 4A works by considering 
the facts of a 2016 heist at Bangladesh Bank.4

SWIFT Bank Heists and 

Article 4A
By Julie Andersen Hill•

I.  The Bangladesh Bank Heist
	 In 2016, hackers infiltrated the computers at Bangladesh 
Bank, the central bank of the country of Bangladesh.5 The hack-
ers instructed the Federal Reserve Bank of New York (“New York 
Fed”) to wire nearly $1 billion dollars from Bangladesh Bank’s ac-
count to accounts in Sri Lanka and the Philippines.6 Some of the 
payment orders were stopped, but $81 million in fraudulent wires 
were processed and lost.7

A.  The Infiltration
	 The point of attack was the SWIFT system at Bangladesh 
Bank.8 SWIFT (Society for Worldwide Interbank Financial Tele-
communications) is a bank-to-bank electronic messaging system 
that is the primary means for communicating international wire 
transfers.9 SWIFT processes billions of wire transfers every year.10

It is not clear exactly how the hackers got access to the 
SWIFT system at Bangladesh Bank. Some have suggested the 
hackers likely sent a scam e-mail to an employee at the bank. 
When the employee opened the e-mail, it installed a virus. The 
virus recorded keystrokes and captured passwords.11 Other sources 
speculate that Bangladesh Bank employees may have intentionally 
compromised the computer system.12  

Computer hackers are capable of anonymously stealing 
billions of dollars through fraudulent wire transfers. 
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At any rate, computer security was lax. The computers 
running the SWIFT system were connecting to the internet and 
had no firewall. In what might be considered the understatement 
of the year, one Bangladesh Bank official said: “There might have 
been a deficiency in the system in the SWIFT room.”13

Once in the system, hackers installed software that 
would bypass some of the security features in SWIFT and make it 
more difficult for the bank to discover the theft. For example, the 
malware prevented the printer from automatically printing a copy 
of outgoing payment orders. 14

B.  The Attack
	 After installing the malware, the thieves waited until the 
bank closed for the day on Thursday, February 4, 2016 to attack. 
Then they logged onto the Bangladesh Bank system and begin 
sending payment orders – thirty-five in all. They instructed the 
New York Fed to send money from Bangladesh Bank’s account 
there, to banks in other countries. The payment orders totaled 
nearly $1 billion.15 

The New York Fed flagged thirty of the payment orders 
because it needed more information to confirm that the orders 
did not implicate sanctioned countries or people.16 The New York 
Fed began sending messages to the Bangladesh Bank for clarifica-
tion on these orders. However, the New York Fed had already pro-

cessed five orders when 
it discovered the red 
flags and began inves-
tigating the payment 
orders.17

 	 One of the or-
ders that went through 
sent $20 million to 
Pan Asian Bank in Sri 
Lanka. The Sri Lankan 
bank thought the pay-
ment seemed unusually 
large for a country the 
size of Sri Lanka. It also 

noticed that the name of the account holder appeared to be mis-
spelled – it said “Fandation” instead of “Foundation.” Pan Asian 
Bank held the funds while it checked with a correspondent bank 
to confirm that it had received the order correctly. This delay 
meant that Bangladesh Bank was ultimately able to recover the 
$20 million sent through that order.18  

The other four orders, however, were successfully sent to 
Rizal Commercial Banking Corporation (“RCBC”) in the Philip-
pines.19 

C.  The Getaway
	 At RCBC, the money was deposited into accounts that 
had been set up with fake names and fake addresses. From the 
bank, the money was stuffed into bags and transferred to Phil-
ippine casinos. There “high rollers” gambled the money playing 
baccarat. This method of money laundering was effective. Inves-
tigators have been unable to trace the money any farther than the 
casinos. 20 

D.  The Discovery
	 Meanwhile, bank officials were slow to notice and re-
spond to the theft. The theft seems to have been timed to coincide 
with the weekend in Bangladesh. On Friday, an employee arrived 
at Bangladesh Bank and noticed no payment orders had printed. 
When he was unable to get the orders to print, he asked someone 
else to fix the printer, and he went home.21

On Saturday, the employee returned to  Bangladesh 

Bank to find that the printer still was not working. This time 
when he tried to log onto the SWIFT system, he got an error 
message. Bangladesh Bank employees worked to fix the software. 
A few hours later they got the orders to print out and realized that 
something horrible had happened.22

With their SWIFT system not working, Bangladesh 
Bank employees looked for a way to contact the New York Fed. 
They found an e-mail address online and sent three messages stat-
ing that their account had been hacked. But that e-mail address at 
the Fed was not monitored on the weekend. They also called and 
sent a fax, but those communication channels similarly were not 
monitored over the weekend.23

	 By Monday the New York Fed was open and Bangladesh 
Bank had its SWIFT system operational again. Bangladesh Bank 
sent more than 100 SWIFT messages to RCBC in the Philip-
pines,24 but RCBC was closed because it was the Chinese New 
Year. By the time RCBC finally acted, the money was gone.25

II.  Who Bears the Loss?
	 Who will bear this $81 million dollar loss? If the thieves 
and the money could be located they would be responsible for the 
crime. But the chances of catching the mastermind behind this 
attack seem slim and the chances of recovering the money even 
slimmer. Authorities suspect the North Korean government was 
ultimately responsible for the theft.26 

	 The question then becomes who among the banks will 
bear the loss for the theft. The possibilities include: 

•	 Bangladesh Bank – the purported “originator”27 and 
“sender”28 of the payment orders.

•	 The Federal Reserve Bank of New York – the “receiving 
bank” because it received the payment orders purport-
edly from Bangladesh Bank.29

•	 Rizal Commercial Bank Corporation in the Philippines 
– the “beneficiary’s bank.”30

	 Deciding what law applies to multi-bank, multi-coun-
try wire transfers can be tricky.31 There is, however, reason to be-
lieve U.S. law may apply in this and other similar cases. Here the 
money was sent from a bank in the United States. In addition, 
Bangladesh Bank signed an agreement with the New York Fed 
that likely provided that New York law governs wires from its ac-
count.32 New York, like all U.S. states, has adopted Article 4A of 
the Uniform Commercial Code. 33

A.  The Receiving Bank
	 Initially, Bangladesh Bank announced that it planned 
to sue the New York Fed for processing the fraudulent payment 
orders.34 The UCC rule for apportioning loss between a sender 
(here Bangladesh Bank) and a receiving bank (the New York Fed) 
provides:

If a bank and its customer have agreed that the authen-
ticity of payment orders issued to the bank in the name 
of the customer as sender will be verified pursuant to 
a security procedure, a payment order received by the 
receiving bank is effective as the order of the customer, 
whether or not authorized, if (i) the security procedure 
is a commercially reasonable method of providing secu-
rity against unauthorized payment orders, and (ii) the 
bank proves that it accepted the payment order in good 
faith and in compliance with the security procedure and 
any written agreement or instruction of the customer 
restricting acceptance of payment orders issued in the 
name of the customer. . . .35

Assuming Bangladesh Bank signed the standard agreement with 
the New York Fed, the Bank agreed to authentication of payment 
orders through SWIFT alone.36  SWIFT authentication meets the 

Once in the system, 
hackers installed software 
that would bypass some 
of the security features in 
SWIFT and make it more 
difficult for the bank to 
discover the theft.
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requirements of a security procedure.37 This leaves two questions. 
First, is SWIFT authentication alone a “commercially reasonable” 
security procedure?  Second, did the New York Fed act in “good 
faith” and in compliance with the security procedure?

1.  Commercially Reasonable
	 Whether a security procedure is commercially reason-
able is a question of law.38  In deciding the question, a court should 
consider “the wishes of the customer . . . , the circumstances of the 
customer . . ., including the size, type, and frequency of payment 
orders normally issued by the customer to the bank, alternative 
security procedures offered to the customer, and security proce-
dures in general use by customers and receiving banks similarly 
situated.”39 

One recent case considered whether SWIFT authentica-
tion alone was commercially reasonable under the UCC.40 There 
hackers gained access to the SWIFT system of a bank in Ecuador. 
The hackers instructed Wells Fargo Bank to transfer $12 million 
from the Ecuadorian bank’s account at Wells Fargo to various ac-
counts in Hong Kong, Dubai, and elsewhere.41  The Ecuadorian 
bank sued Wells Fargo in federal court in New York alleging that 
it was not commercially reasonable for Wells Fargo to authenti-
cate the wires with SWIFT only.42  Wells Fargo asked the court to 
dismiss the case for failure to state a claim.43 The court did not dis-
miss the case noting the “fact-intensive nature of the commercial 
reasonableness inquiry.”44 Thus, the court left open the possibility 
that SWIFT authentication could be commercially unreasonable.  
But we do not know what the court would have decided if it had 
reached the merits of the claim. The parties reached a confidential 
settlement dismissing the case.45

If a court were to conclude that SWIFT alone is not a 
commercially reasonable method of providing security against un-
authorized payment orders, the decision would have widespread 
ramifications. “The vast majority of both commercial banks and 
central banks around the world rely on SWIFT’s secure commu-
nication channel and authentication protocols as their primary 

method of verifying the banking instructions received from coun-
terparties are authentic.”46 Adding additional security procedures 
would be costly and would increase the time it takes to process 
payments. Senders of payment orders are unlikely to welcome the 
idea of slower, more expensive wire transfers.

For example, after the Bangladesh Bank heist, the New 
York Fed and Bangladesh Bank implemented additional security 
protocols including voice authentication to confirm authoriza-
tion of payments. “Fed officials had to call one or two or three 
Bangladesh Bank officials whose voice samples were shared with 
the Fed.”47 Bangladesh Bank found the process “delayed genuine 
transfer instructions.”48 To free itself from the cumbersome pro-
cess, Bangladesh Bank improved the security of its computers so it 
could once again send payments authenticated solely by SWIFT.49

This return to SWIFT authentication probably explains 
why Bangladesh Bank seems to have abandoned the idea of su-
ing the New York Fed. It would seem inconsistent for the Bank 
to argue in court that SWIFT authentication is insufficient, after 
persuading the Fed to return to the practice of using only SWIFT 
authentication. 50

2.  Good Faith
	 The remaining question under UCC Article 4A-202 is 
whether the New York Fed “accepted the payment order in good 
faith and in compliance with the security procedure.”51 Good 
faith under the UCC means “honesty in fact and observance of 
reasonable commercial standards of fair dealing.”52 In the Ban-
gladesh Bank heist case, the New York Fed followed the SWIFT 
authentication protocols53 and there have been no press reports 
that the New York Fed was not honest.  Thus, the question un-
der the good faith prong of 4A-202 is whether the New York 
Fed followed reasonable commercial standards in processing the 
transactions. 

This is technically a different question than the previ-
ously addressed question of whether the security procedure itself 
was commercially reasonable.54 As the United States Court of Ap-
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peals for the Eighth Circuit has explained:
 While the commercial reasonableness inquiry concerns 
the adequacy of a bank’s security procedures, the objec-
tive good faith inquiry concerns a bank’s acceptance of 
payment orders in accordance with those security proce-
dures. In other words, technical compliance with a secu-
rity procedure is not enough under Article 4A; instead, 
as the above-quoted materials indicate, the bank must 
abide by its procedures in a way that reflects the parties’ 
reasonable expectations as to how those procedures will 
operate.55

Nevertheless, in cases where the receiving bank’s authorization 
protocol is automated56 and “there is no plausible allegation that 
the authorizing bank failed to adhere to the agreed-upon security 
procedure . . .[,] the two inquiries largely collapse.”57 Because the 
SWIFT system is largely automated, in most cases resulting from 
a hack into the sender’s SWIFT system, the receiving bank will 
be able to show that it acted in good faith. This may be another 
reason Bangladesh Bank ultimately decided not to sue the New 
York Fed.58 

B.  The Beneficiary Bank
	 Bangladesh Bank, however, is still exploring its claims 
against the Philippine bank RCBC. Bangladesh Bank has threat-
ened to sue RCBC in the United States59 and is reportedly con-
sidering an out-of-court settlement.60 RCBC has repeatedly de-
nied any responsibility to Bangladesh Bank,61 but it may also be 
contemplating a settlement.62 The main point of contention ap-
pears to be whether RCBC should have cancelled the payment 
orders before allowing the thieves to withdraw the money from 
the bank.63

Under the UCC “a communication by the sender can-
celling . . . a payment order is effective to cancel . . . the order if 
notice of the communication is received at a time and in a manner 
affording the receiving bank a reasonable opportunity to act on 
the communication before the bank accepts the payment order.”64 

If, however, the receiving 
bank has already accepted a 
payment order, “cancellation 
. . .  is not effective unless the 
receiving bank agrees.”65 

Thus the prelimi-
nary question is whether the 
beneficiary bank accepted 
the payment order before 

the order was cancelled. Under the UCC, there are several ways 
that a beneficiary bank can accept a payment order.  For example, 
a beneficiary bank accepts the order when “(i) the beneficiary is 
notified of the right to withdraw the credit, (ii) the bank lawfully 
applies the credit to a debt of the beneficiary, or (iii) funds with 
respect to the order are otherwise made available to the benefi-
ciary by the bank.” 66

Press reports in the Bangladesh Bank heist leave some 
question as to whether RCBC received the cancellation orders in 
enough time to act before it accepted the orders. Although money 
was withdrawn from RCBC on Tuesday, it could have been in 
the beneficiary accounts and available for withdrawal on Monday 
or before. It is also difficult to determine when RCBC can be 
deemed to have received requests to cancel the payment. RCBC 
was closed on Monday and the messages it received on Tuesday 
were not sent as urgent. RCBC claims its employees did not read 
the orders until after the money had already been withdrawn.67 

If a court found that RCBC received the cancellation 
messages in enough time to act before accepting the orders, then 
RCBC would be responsible for the loss under the UCC.  If, 

however, RCBC had already accepted the payment orders, RCBC 
would have to agree to cancel the wires. 
	 If RCBC had already accepted the payment orders, it is 
not hard to see why it did not agree to cancel the orders. Under 
the UCC, if a beneficiary bank agrees to cancel an order, the ben-
eficiary bank can recover the money from the beneficiary “to the 
extent allowed by the law governing mistake and restitution.”68 
Of course, to recover from the beneficiary, RCBC would have to 
find the beneficiary and the money. So far the best law enforce-
ment on two continents has been unsuccessfully in tracking down 
the thieves or the money. Most banks would not want to sign up 
for that task.

III.  Conclusion
	 In sum, it is unlikely that UCC Article 4A will help 
most originators who find their SWIFT systems have been 
hacked. Originators of payment orders should carefully consider 
security procedures used to authenticate payment orders. If an 
originator agrees to a payment order, it may be an uphill battle to 
later convince a court that the agreed upon procedure was com-
mercially unreasonable. Originators should also vigilantly watch 
for evidence that their payment systems may have been compro-
mised. If fraudulent orders are detected early, the originator may 
be able to cancel the order and recover the money. Delayed detec-
tion often means the money will have disappeared forever. 

* ©Julie Andersen Hill, Alton C. and Cecile Cunningham Craig 
Professor of Law, University of Alabama.

Delayed detection 
often means the money 
will have disappeared 
forever. 
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